dnnag : MsasInedansiazmalulag (anan.)

Uil 6 aduil 2 nangrax - Surau 2562

n’mﬁuammu:%aaszwm’m%’umsqﬂ‘gnﬁwé'uﬁwammﬁzwmsda Frynaudalval
HudUIWesLn
Efficiency Increase of Intrusion Detection System with Honey Pot for
Transmission New Media Broadcasting via Internet
assana Jouaning*
Auttapon Pomsathit
YULTa9 LR TauAY**

Boonruang Kerdaroondej

Received : May 27, 2019
Revised : July 13, 2019
Accepted : August 17, 2019
unAnge
MAduMfinaussausvesruUnTITuNTYNIMedugnenvesszuunsdsdaygadelininy
Sumesidminauensfnwinisyunsniaietneifinisdsdygadolviriudumesidalasliduiwenly
nsviaende minan sieldoauy fungnlalilandlufiedesuivne lunmslaufsuuuunmsufiasns
finsTiu3nng 3 guuuuleinn SYN Flood, UDP Flood wag Smurf Flooding Tneguiinenazldlusunsy
Honeyd Tunsdrassiriasnenfinnesvioinieauitnelrieglunuianieteifomnisazsnwany
Uaenselagimualiliifinsldnulniieduazmssnmmnuvasadoguuuudug daazldszuuloaiu
nsyngnuazduinenuhiulumsinwanuasasuaietns dussuunsadunmsyngneietieasls
TUsunsH Snort UNsEUUUURNTS Linux annuan1snageunislasfnnssuuiasevieniely uay
Aeuan Imaﬂm‘?iamiashuqﬂﬂizﬁa%sﬁ LaLsWLAes FeuAdelvihnnsTauAsuny 1,000 ufiniin
rusTUUeS e medinnudsdunsgnlandlndidssszuuedorelians uaznislauduuu SYN
Flood f8ns1msmsiadunisynsnligsanideisSeuiisuiumslaufinuy Smurf Flooding Tnsagusa
mslaufanmelueietneazinanislaufuinniinislaufiainneusniadsnnnismaasalszana
18% dluynnslaufiiiueietsans azinanmslaufiund ninsTaudilaneedeynnsmaaes
Uszano 8%  thnedsyngniaietneiiinsdadyaadelminudumesiinazsesiinisieatunis
Taufuuy SYN Flood uazmislaufanaeludsiisunseannitan silduinenausaanuanisnseny
nlaudleuszanm 7 %

AEARY 1 5EUUATINIUNITYNIN / NMsUfrasnisiuinig / nsshwadusiuasieleiuas /
suilwan

*919130UTETTINNTEUUINIANTEUAT UATINENSETIWANTEUAT
Lecturer at Phra Nakhon International College Phranakhon Rajabhat University
#UAaINTUTEINTNATUAYUUINTEUAIN NTENTIETITUGY
Personnel at the Department of Health Service Support Ministry of Public Health



Y] =Y -4 =
ANBY : MsaTINgIAanswazalulag (anm.)

Uil 6 aluil 2 nsngrax - Sunau 2562

ABSTRACT
This paper presents how Honeypot can help enhancing the efficiency of the Intrusion
Detection Systems (IDS) in cyber security. Honeypot will distract, delay, or deviate hackers
from attacking the computer network. There are three attacking technique which cause Denial
of Service (DOS), delay or deviate: SYN Flood, UDP Flood and Smurf Flooding. Honeyd, a part
of Honeypot will be used to create a virtual computer or a virtual server within a particular
secured network, without firewall or any other forms of security. Only Honeypot will be
deployed on the network, while the Snort program will be used on IDS. All programs will be
developed as Open Source on Linux OS. As a result of test on the internal and external
network attack via switch and router device by attacker send 1,000 packet to system, we
found that we can enhance the efficiency of the Intrusion Detection Systems (IDS) in cyber
security by using Honeypot. The attacked rates on LAN network and WLAN network were not
much different. However, comparing SYN Flood attack and Smurf Flooding attack. In summary,
the attack results from internal network will result in an attack of more than 18% of all
attacks from external attacks. In every attack through the network will have an attack effect
about 8% of the average wireless attack on every experiment means that the network that is
transmitting new media through the Internet must be protected. SYN Flood attacks and
internal attacks are the most dangerous. Finally, HoneyPot can reduce the impact of the
attack by about 7%.
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External Attack
. . Average
Time to Testing .
Attack Alert time
1 2 3 q 5 6 7 8 9 10 Total
40 | 40 | 40 | 40 | 40 | 40 | 40 | 40 | 40
SYN Flood 403 402.5
;2:‘ 6 5 0 2 0 1 5 2 1
= 201 20 | 20 | 20 | 20 | 20 | 20 | 20 | 20
5 | UDP Flood 205 203.1
> 6 1 2 a4 0 1 8 1 3
& Smurf 18 |17 |18 | 18 | 18 | 18 | 18 | 18 | 18
182 182.7
Flooding 4 9 2 5 2 3 5 1 4
- 39 | 40 | 38 | 39 | 39 | 40 | 39 | 38 | 39
= | SYN Flood 397 394.3
< 7 0 8 a4 2 1 9 1 4
= 19 | 19 | 19 | 18 | 20 | 19 | 18 | 19 | 19
8 | UDP Flood 202 193.2
> 2 4 3 8 0 2 2 0 9
(C) Smurf 16 | 16 | 17 | 17 | 18 | 18 | 18 | 17 | 17
T 182 176.9
Flooding 8 6 7 6 6 2 1 5 6
38 | 39 | 37 | 37 | 39 | 36 | 37 | 39 | 37
SYN Flood 382 381.6
< 8 2 7 2 2 9 7 2 5
5 13 | 17 | 16 | 18 | 18 | 17 | 18 | 19 | 18
5| UDP Flood 183 177.2
> 3 7 8 8 2 9 3 3 6
& Smurf 17 | 16 | 16 | 16 | 18 | 16 | 16 | 16 | 15
158 165.4
Flooding 7 4 6 2 0 5 4 3 5
35 1 36 | 34 | 36 | 35 | 37 | 34 | 35 | 33
= | SYN Flood 354 353.1
= 5 0 5 2 1 1 4 a4 5
B 12 | 17 | 15 | 13 | 17 | 18 | 15 | 16 | 16
8| UDP Flood 156 159
> 3 2 8 8 2 9 3 3 6
S Smurf 14 | 13 |16 | 14 | 17 | 13 | 15 | 15 | 14
I 147 149
Flooding 7 4 4 2 2 5 3 1 5
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