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ABSTRACT
The research of Vulnerability Assessment of Registration System Using Kali Linux V. 2022.1
with Information Disclosure Method had studied the case study of registration system that
might risk from the discloser technic The main objectives of this study were 1) To Experiment
the risk from external invader using Kali linux V. 2022.1 combined with information disclosure
technic 2) To analyze the vulnerable which affect to the security system of interested system
and 3) To evaluate the risk level of the registration system under the standard of Open Web
Application Security Project — OWASP Top 10 in 2021. In the experiments, the portable
computer with core i7 microprocessor with memory of 32 Gb, portable memory of 512 Gb
was used. The portable was installed the Windows version 10 and visual program of Visual Box
on KALI Linux V. 2022.1 software. The research procedures were comprised of 1) Planning
2) Information Gathering 3) Vulnerability Assessment 4) Reporting. The investigated results from
May12 - 18, 2022, showed the case study had total 7 vulnerabilities. There are 3 of them
were severe level, they are Unauthorized Access Data (Missing Function Level Access Control),
Weak cipher suite algorithm and Username Password via GET Method. For the moderate level
was found 3 vulnerabilities, jQuery old version, HTTP Method Allowed and Application

Technical Error and Information Disclosure. The remaining was Information level, Missing Basic
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Function. Moreover, after reported the result and improved the method including of software
version updated, the repeating experiment found another information level vulnerable.

The result of vulnerability assessment and risk evaluation of case study showed that the
results had the reliability not less than the other software due to the development and
version update of using software. The continuously version updated of software had more
accuracy for the abnormalities validation compare to the software of Aacunetix that used in

the past studied. (Patcharawat & Chaiyaporn, 2020; Nathanaphat & Chaiyaphon, 2017)
Keywords : Vulnerability / Security / Registration System / CVSS
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Fodluinzeqnseu (Vulnerability) vanefs desmaiionagnlddmiunsTandlel (fusimd uas
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1. MsfnwdedlniagyinisveaeuniaseYisnsluuineae (Intemal Network)

2. mafnwdedwivessruurumedeuiin@nuniaslivinuzveside uadld Tool Tuns
aramtedwivhiulifyanaiiauvdoyanameusnidnanifededumside

3. msdnweslmvessruunumsdeutn@nuil sufiunsiselnen1ssnsds Open Web
Application Security Project - OWASP Top 10 %’qLﬁuuwmiyuﬁlﬁ%@miaau%umiasimmi'wma
(Urshila & Raghu, 2022)

4. M3fnwgeduivesssuununziloutdnfne In1sasusgnunanisnsiaaeularyseidy
arusiunsUaenforesmninanzsru nedliduiinedeu sefumiudes uasdouurinlunisusuuse

SEUU BLNAMNEUAIUARAN BYB9TE UUSTUUNUNEL D8 utnAne

“uyiivhmsasaaey 11139 Login Toyn019158
~Yoyanld -Ansiea1a15e/dnAnw RIRHGEIENTQH
~Tayaaulszanang Teyaapunauiimes -Joyatuvednsa
“JoyatinAnw “Toyalnszuusnge “Yoyaluiuses
Tayansnaseu ~Tayan13teiu Teayalvidanitilvan
“Teynameidousey “Toyaseau -Lock Screen

Jlowdoyanmezidounuussan
UnAnw
5. M3finwdednivessruvaunzideuin@ny) a8iiniseTivaeuLy Function 199 il
Tnewaosdlefldlunsideuseneulume wlesreuiiumesnnniildviieUsyanana Core
17 MigANUIIMANIUIN 32 GB MiiwAUdd1sesvuIn 512 GB amé?ﬂszwﬂﬁmﬁuiﬂ’i 10 uay

TUsunsudnaunIadaiiou Visual Box MinAasyuuyusnis KALI Linux Version 2022.1
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1. AMIFINURUNDUNITANTUNIT (Planning)

B SeldmmunveuwnivanglunmsvadeusiumusiunsUasnde (Security Testing)
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2. MIAHUNTAUMERIRIUIIEUU (Discovery)
Tutunounisummvidonsramdedinid ideldvhmsfadaniousidneuasrhdiun
(Clone) svuuaumsleutinfinuniuandn 1 svuu deldmsidonds Lifimssunuviedsanseny
AeliAnAnudemenessuuildnuate wasnisveaeusuautuaslasnste (Security Testing) Tu
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AN 3 NSNDaATRIRIYERLIRARITTUUNUNZ DTN AN®D

msmumndasinivenaiosmeniamesudtefiliuinisssuununzifeutndnelngly
SrUUUURNTS Kali Linux Alasupnuilon (lonte WmsAing, 2565) uazia3esilo (Tool) 14lunns
Funaeslmivesssuusnl

- Information Gathering - Foot printing

- Port and Vulnerability Scanning - Passive, Active Sniffing
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- Privilege Escalation Attack -Exploit Attack
- Buffer Overflow
- Parameter Tampering Manipulation and Unsecure Configuration Attack

- Authentication Authorization and Accounting

- Cache Management Attack - Man in the Middle Attack

- Data Validation -Injection Flaws

- Cross Site Scripting -Insecure Direct Object Reference
- Error Handling -Broken and Bypass Authentication

- Session Management and Hijacking
- Unauthorized Access and Broken Access Control Attack
3. mstfusiusdeyaiesoatving (Information Gathering)
Tneidesudulunsldiedesiioussiam Information Gathering Tngld Tool #3891 Nmap
(Network Mapper) t{u free license waziiu open source wihillunsdumiaiodietimaneuas
T¥neaeunnuiunsasnssveseiotsuazdumiedontmneilefumuaziudeyainios
pouLmeswNe (Extosoft company, 2563) filusnssyuununzdeuessyuununedeu
tnAnw
911713 Scan $18 Tool Namp yhlvigisslsmsuisdeyavesssuuusdnliineios
Whwneldszuudiiamslelunsiny Snnoamesalafileldnuey siulfsnsdumeunsalil

Mawhauegluszuunietiy

File Actions Edit View Help

SEE THE MAN PAGE (https TE >k/man.html) FOR MORE OPTIONS AND EXAMPLES

(1000 total ports)

i 4 nsldsruudURnTg Kali Linux awnu (Scan) mdayamiedds Nmap
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4. NM3AUNIYedln (Vulnerability Assessment)
nmsAnuideannsodunudedtvd fsngeandenlnilaeineasdenduielud
4.1 994l3 Unauthorized Access Data (Missing Function Level Access Control)
goslytvlildauiluannsarims Query Foyaldlnglaifosing Loginly

seuU wagszuuliiinsnsaaeudvenisldauingldnutuiavsidauiel degrauuy

https://test kpru.ac.th/FrontEnd_Tabian/payment/updatestatust/122/2
https://test kpru.ac.th/FrontEnd_Tabian/register/trainingmaterial/1/1/2559
https://test kpru.ac.th/FrontEnd_Tabian/|oad/SearchLoad/5413211/1/2558
https://test.kpru.ac.th/FrontEnd_Tabian/teacher/ShowListSentGrade/1/1/59/1/
https://test.kpru.ac.th/FrontEnd_Tabian/teacher/ShowListAvgStudent/541321
https://test.kpru.ac.th/FrontEnd_Tabian/teacher/showregis/1/2
https://test.kpru.ac.th/FrontEnd_Tabian/teacher/showfinish/2/5413

AW 5 N1MLEnaNTs Query ayaldlagliifawiinis Login

4.2 ¥94ln3 Weak cipher suite algorithm
Faslmiarinaninsewneninmesudtigldnu ssLTLS Tnefinisld Cipher Suite
Alsiudaunsannne AeliAavedwifiazihlugnisTaufuuuauilegasanans (Man-in-The-Middle
Attack) vihlsiEilaufanansasindunazeutenafigniineiald Yedwinsnangidelsinnismsaaey
niulen
https://www.ssllabs.com/ssltest/analyze.html?d=test.kpru.ac.th&s=202.29.15.220
https://www.ssllabs.com/ssltest/analyze.html?d=test.kpru.ac.th
4.3 9933 Username Password via GET Method
\Hudedlyifigliaudstoya Username Password #ei8n1s Get Method

HININT 6

GET /FrontEnd_Tabian/login/LoginsAdminTabian/tabian_test002/TC00001/fed7b893-ef02-4af0-bed6-fac1b7280ce9 HTTP/1.1

Host: test.kpru.ac. th

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64: x64; rv:60.0) Gecko/20100101 Firefox/60.0

Accept: application/json, text/plain, */*

Accept-Language: th.en-US;q=0.7.en;q=0.3

Accept-Encoding: gzip, deflate, br

Referer: https:/test.kpru.ac.th 2016/, i / html

DNT: 1

Connection: close

2NN 6 LANITIYaLLenTRlagldisnS Get Method



anNo4 : MsarTInendanswazwmalulag (anan.)

Uil 10 aduil 1 unseu - Tiquisu 2566

Ine3delaviinisnaaaunis Login Iagld User Name agnuindinisas Username

Password #14 GET Parameter

A 7 wanawtaenis Login Wngseuy
4.4 %93ln7 jquery old version
uredmifiinannisldau Version ves Jquery filifiasiunsasnded
wansznuvilElivisiaunsadindteyariogudeyaillisueuyaeld Tnsanunsansaasudeya
Teanciuled https://domstorm.skepticfx.com/modules?id=529bbe6e125fac0000000003
4.5 goslyd HTTP Method Allowed
Husedwidiliieseauinievhaniismanndmalimsnsauansdoyaddyilsils
oy nliyanameusnidnfald dafuFemsoygnlfiedesuidelfiuants Method fisnduiy
GET, POST liimseyaalildanu Method Buq fltiduuiu OPTIONS, TRACR wag HEAD Tag
mmmmwaau%yjaﬁmﬂ https://www.owasp.org/index.php/Test HTTP_Methods (OTG-
CONFIG-006)
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C D hetps//www hurlit & i

e

Destinatian OPTIONS v https:jtest kpru_ac th/wabtablanzo16/main html

Fallaw redireets: O

Authentication +Ad

Headers + Add He

Parameters + Add Pa

" tmnot arobat

OPTIONS kpru.ac.th i in.html
®2000K @0bytes G1721ms

© Edit and Retry

View Request View Response

HEADERS

A 8 uanaaansyaInsly Method Tugunuusneg

4.6 %93ln3 Application Technical Error And Information Disclosure

Wudadlminasasnauiimeswlveiliusnisssuununz loukanisiuaziden

v

Joya Error Message Millomaviliiinnsvihanuianaiaviseuanswadeyaddey Mlalougyali

iapanIeuendntiteananld 1wy Path Directory C:\inetpub\wwwroot FavinElivsd awnsai
TayaiilasulUimeiiondedinilunsinngssuuneluld lng38nsnsivaey anunsonsiadey

U

Y
9
swazBenlsnnnislddeyain viedeyanlailsiuualy udrdanm Error 7l Website apundusn
Hu Error mnzaufugldanumnluvielsi
5. NM5INNTIBUNALazN1TUTZIEUNG (Report)

FilndnvienuransUssiivdedrinazuuimslunmsudlunaznisdesiureddnives
srudlvuduimsuaziifedodsiluusludeluuazdavindoyaasUnzuunssivanuidsdagly
nasnpsgIuEiieaied (CVSS) duduszuumslimeuuudednifidusessudnildfuegn
uwnsmanevilan @y, 2559) 1flumsiannuuusesesmivessensdafnuasEniidivun
(Mera, et al, 2021) et 3 Fsszduazuuuiioatea (CVSS) fazLLaﬂﬂﬁLﬁuﬁqmmquLLiqﬁﬁ

NANTENUADANLIUAIUBITTUUNUNE D8 ulNAne anunsanlUldnulan Website

https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator Ingvinn1sseuAdIwl a1 aUANT 9
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coring System Calculator ve

#H Common Vulnerability S

Tt e sh e le and al

Base Score Metrics

Exploitability Metrics
Attack Vector (AV)*
Adjscent Newwork AVA) | Local AVA) | Physical AP

Attack Complexity (AC)* Confidentiality Impact (C)*

Low (Ac1) JERE) None (CN)  Lowic ) ETRNCEED
Privileges Required (PR)" Integrity Impact (1)*

vone pen) [NEIGINN e PRH None (LN) | Low (1L
User Interaction (U1)* Avaitability Impact (A)*

[OXSIOESN Recuired (UER) None ) [RECTISUBSVENTH

AN 9 LAAINSITNUSTAIUALMUUT I LDELDE (CVSS)

nannsNIsIiAEIUL Common Vulnerability Scoring System (CVSS) fiudnnisan
Aunlean 3 esdusznaulaun
1. Base Score (Azuuugw) - {un1sUssfiusziuaruulsiwesodlng lnvade
msldseavBennaaievesedind fiusznauludie Exploit Metric wae Impact Metrics waw
annsoesueTansonvessazsunldseeluil
1.1 Exploit Metrics ¥38 ANuULsasodlng Usenauldsae Attack
Vector (AV), Attack Complexity (ACQ), Privileges Required (PR), User Interaction (Ul) k&g Scope (S)

1.2 Impact Metrics %58 A2UFULIWBINANTENUMIATY Usenauludie

Confidentiality Impact (Q), Integrity Impact (1) ke Availability Impact (A)

Base Score Select values
for all base
metrics to

enerate

Attack Vector (AV) scope () 3 score

[Network )] [Adjacent )] Local (] [Physical (P)| [Unchanged )] (changed (@)

Attack Complexity (AC) Confidentiality (C)

[oww)] (rign ) [None ] (Lown)] (Hign ]

Privileges Required (PR) Integrity (1)

[None | [Low w] [rign#) [none v ] [Lowe) | [ Hign ]

User Interaction (U1) Availability ()

[None )] (Required ®)) [None ()] [Low )] (Hign (+0)]

Vector String - select values for all base metrics to generate a vector

A 10 N1SAUINALLLLEIY (Base Score)

2. Temporal Score (AzwuudIA1) - 1HuN1sUsTRUAUTULI eIl Tay

fsandaduaninuindau tneliduusenausanalul
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2.1 Exploit Code Maturity (E)
- Unproven (lifivangnu): ldindngnilviasuinvednignlaud
- Proof of Concept (@indnguusznev): Tudnguuandliiiiuinges
Irdansnsagnlauile
- Functional (Aruaansatunsldauld): deswiasnsaldenulee
Fududesdinnudnnguaranufianzazan
- High (g49): Yadlwdanunsaldnulalagiinnuagain
- Not Defined (lildfuun): Tdlamwunszauanudaauvenislaud
2.2 Remediation Level (RL)
- Official Fix (whlvegralumens): Snsesnnesduuilutymetng
Wumens
- Temporary Fix: fnsliimuugimiosmaudleiinsnlusousuuy
- Workaround (33n1suanides): #38nsitgldanuanunsavanidesdes
Imldlaglidowudlolaenss
- Unavailable (liw3oaldfon): LifiBnsudluvidotaniilflunisadns

Naavu

2.3 Report Confidence (RC)

Temporal Score Select values
for all base

metrics to
Exploit Code Maturity (E) gesrzgrrgre

PETEINES) | Unproven ()| [Proof-of-Concept (7) |

‘;Fur\mona\ (r)} [Hign (H):‘

Remediation Level (RL)
) | official Fix (0) | | Temporary Fix(T) |
"Workaround(wj“ (Unava\lanls(u)“

Report Confidence (RC)

PETEIT | Unknown )| (Reasonable ()] [ Confirmed (0)|

AT 11 NsAINAZLLLEIRTT (Temporal Score)
3. Environmental Score (AxuuusinUANIIIAGY) - LTUN1TUsTIUATINTULS
y380dln3 Tnefinnsantatvanmundeniianizionzasmuaniunisal Tneflesdussneudseluil
3.1 Exploiability Metrics - Attack Vector (MAV), Attack Complexity (MAQ),

Privileges Requires (MPR), User Interaction (MUI), Scope (MS)
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3.2 Impact Metrics - Confidentiality Impact (MQ), Integrity Impact (M) wa

Availability Impact (MA)

3.3 Impact Scuscore Modifiers - Confidentiality Requirement (CR), Integrity

Requirement (IR) itag Availability Requirement (AR)

Environmental Score

Select values

Confidentiality Requirement (CR)

[tow)] [Medium )] [Hign 0]

Integrity Requirement (IR)

[Low®)] [medium ) [rign 0]

Availability Requirement (AR)

[Low ()] [Medium ) [High ()]

for all base
metrics to
generate
score

[Nework ) [Adjacent Network| oz TPmysTal |

Modified Attaclk Complexity (MAC)

(o] o)

Modified Privileges Required (MPR)

(Fore) (iow) (i)

Modified User Interaction (MU1)

(one o)

Modified Scope (MS)

\:unmanged} ‘:(nanged |

Modified Confidentiality (MC)

(one) [ow) [sign]

Modified Integrity (M1)

fone 1) (1]

Modified Availability (MA)

(Fore) (%) ()

Modified Attack Vector (MAV)

AN 12 NSANUINAZLUUAUENINLINa DY (Environmental Score)

A o o= W < & & aa o o A
LlIE]U‘LWlﬂ‘UE]JJuaLﬁ'ﬁﬁ]Lﬁiﬁ]LUuVlLiEJ‘UiaEJ FEUULLAANTEAUALLLUU CVSS Score IWEJ‘WUEN

TmfdseAuAUTURIIIN 87l CVSS Score BatiAunniu lneseAuasiuy CVSS Score HiAN
TEAUATLULEIEATEAUWIAY 10 wayseAuazuuuman 0 Waldrsyiuazuuu CVSS Score wiIawyi

N19UUS FEAUAMULEDS (Risk Rating) MIUANTIAIUATS

A19797 1 LARISEAUAIAINULERaNUSERUATILUL CVSS Score

Rating CVSS Score
Low 0.1-39

Medium 4.0-6.9
High 7.0-89

Critical 9.0-10.0
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NaN1579e

@

HaNTILAIINNINAFRUNSUSTEIuYedIssuununedeuinAnwidideladunuteding
sTiuATITULILAT SR Uz ULUEoaIea TesdaslyiTidunuldsiuay 7 senisdedl
1. 98413 Unauthorized Access Data (Missing Function Level Access Control)
seauAuTuULTIegluseAugs (High) seiunzuuu@iioaiea (CVSS Score) 8 {ITunudn
srvununzileutindnw ldldvinng Authorization vesfidnunldnu axdinansenu (e dildnu
51U Path 3 Query visldaudeyaiignses axvilsiannsn Query deyaldlaglidniusdos login
wWhgsyuu f10991n Function &4 path “https://test.kpru.ac.th/FrontEnd_Tabian/*” szuulallé

N"3A53980U Authorization veagidruldnu

ns/ HTTP/1.1

Host: test.kpru.ac.th

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:59.0) Gecko/20100101 Firefox/59.0

Accept: application/json, text/plain, */*

Content-Length: 45

Connection: close

{"txtemnail":"0979956994","txtdetail ":"test2" }

MR 13 LARIHARAENSN1S Query Toyalalngliifadld UserName

uway Password Tun1s Login

nsudlydedinl Iivinnsnsieaeudnsvesldau (Authorization) Aeunnasadn gldeudl

=

a a a v . = = oA Y] 1%
aWﬁﬂ]zuLiHﬂiﬂﬂqu Function ‘Vﬁaiqﬂﬂ'ﬁiﬂq %ia'lllLW@ﬁjaﬂﬂ‘Uﬂqi Query ‘U@yjﬁi%mﬂ
2. %93ld Weak cipher suite algorithm

seAuANULTIeglusEAugs (High) seRunsuuu@iioaioa (CVSS Score) 7.4 §i3elanTa

wunskiau Cipher suite algorithm 7laiUasnsenunisieiuans
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A1519% 2 Lanaiestu TLS wag Cipher Suite MldvUasnsie

TLS finsaanu Cipher suite filsiuaanse

TLS_RSA WITH_AES 256 GCM_SHA384
TLS RSA WITH AES 128 GCM_SHA256
TLS_RSA WITH_AES 256 CBC_SHA256
TLS RSA WITH_AES 128 CBC SHA256
TLS 1.2 TLS_RSA WITH_AES 256 CBC_SHA
TLS RSA WITH_AES 128 CBC_SHA
TLS_RSA WITH_3DES_EDE_CBC_SHA
TLS_RSA WITH RC4 128 SHA
TLS_RSA WITH_RC4 128 MD5

TLS RSA WITH_AES 256 CBC_SHA
TLS_RSA WITH_AES 128 CBC_SHA
TLS 1.1 TLS_RSA WITH_3DES_EDE_CBC_SHA
TLS_RSA WITH RC4_128 SHA
TLS_RSA WITH_RC4 128 MD5
TLS_RSA WITH_AES 256 CBC_SHA
TLS_RSA WITH_AES 128 CBC_SHA
TLS 1.0 TLS_RSA WITH 3DES_EDE_CBC_SHA
TLS_RSA WITH RC4_ 128 SHA
TLS_RSA WITH_RC4 128 MD5

Inedeyanniiulefazuanssienis Cipher suite algorithm Mludadninazlivasasiuniy

ANAUENS
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€ C | @ Secure | https//www.sslabs.com kpru.ac SR B

TLS_ECOHE_RSA_WITH_AES @ < 26

TLS_ECOHE_RSA |

TLS_DHE_RSA_WITH_AES._128_CBC_SHA (@33 (01204 128

HA (935) INSECURE

INSECURE

Poseein *
<« C | @ Secure | h

ssssssss

wansznufe vngilaufiaunsaviinisaensvildagyinlisniledernsuiludeya
seminensdeansteya AeliAnnnslaudlneyanaiiognssnansld (Man-in-the-Middle Attack)

nsuilodedlnd nsuflutediv Wiians Disable nsldeu Cipher Suite livaanste
uriovazitlymamansznuseiatesaeniame svesldandly Intemet Explore Mniestu 6
asnlinsanaeunousiiunsuarlild TLS unu Tunsditliannsn Disable 1 Wildemuaney

o a

wnseriomeluviesimsldnuiudeyaiiddy vselildifuinsosnoufinmesfinngs Internet Explore
gandIestu 6
3. %9417 Username Password via GET Method
spiuAuguLsegluseiugs (High) sefunzuuudiioatea (CVSS Score) 7.1 913UT xxx

et Login Aana1 g3denuindinisdesinudeya Usemname password agld GET Method
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Lﬁawﬂ’mm‘lé lock screen §4A N7 16

hittps:/itest kpru.ac th GET  [FrontEnd_Tabianlogin/LoginsAdminTabianftabian_test002/TC00001/d5f32d95-3bdc-4164-968-437= 7040645 2022915220

AT 16 uanswanisasiuteyalagly Parameter GET

HansENUAe N15LY GET Method dadeyaiiiiaudfiy 19w Username Password tu
a1vilviteyagnandu (Sniff Traffic) senieinisdeansangilinisdla
msuAlvgedul Wasunsldauain GET Method 101 POST Method unuiiiesain
POST Method 1Hunisdsdeyauudiu Body 183 Package Fafinsldausiag HTTPS vilitennsienis
Anutoya
4. 993l jquery old version
sEAUANTULSIRgluTEAUNGNY (Medium) serunzuudiiaaiea (CVSS Score) 6.8 A1
~ o ¢ Ya o | a v s . = o
nsnTvaeuszuuUzileuinAny) fIdenuindnisldnunesdu jQuery 1.7.2 way 1.2.9 ¥l
2 0o vvan 1 o a = ' ay v vo Y Y vy
wansgnufe vlgnlinisdaunsadifedeyaniian Alilasveugaldiiala
- 1orm skepticfx.com,

—
! > € y .

e Unknown Browser -.’ Googlebot e\E E\Emabﬂ& e Iceweasel ° Mobile Safari e Opera ° Safari

e Pale Moon (Firefox Variant) e Gamino e Edge e undefined

Is it Vulnerable?

Te

ested on
jQuery Ve

oo

AWA 17 wanaestuves jQuery Nlivasndy

‘Chrome - 66 - Windows 10
fersion

@

= A va A vay 1w A Y = v ] A W v Y Y = vy

fnansgnude Iidevseglinifannsaidndetoyasiie qnlildsueugelididslan
AN 18

nsudlatedng Wisuusanesduves JQuery Thdulagiu
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testhpruacthwebtabian2016s) X

€ C 0 D @ hitps:/estkpru.ac.th/webtabian2016/js/jquery.minjs B 9% Qdam wWao =
Jill le.zzmrv.(omlmvv.ww-/ =
L M Functi ye P deTh i d=f{"<"+2+">") appendTo(b),e=d.css("display");d.remove();
if{e==="none"|Je==="" nuu\u frame"), X b.appendCh ¥
(ck.contentWindow] ck.contentDocument) document d.wite(f support boxModel?*<Idoctype m>~»-1w<mu>
<body>")d.dose{);d=d| d.body.appendChild(d),e=f.css(d,"display”),b.removeCh i i b){var c={};f each| i),
reum }fnction {cq=b funcin afseTmeou(c O)retum ca=LncwYuncton g){:v(r:mm ne]n mem)mb){)}fmm ch(){try{retum new amM)cm(b)
u dataTy 190 i= ) fi a++)iflg: h=="string"8&

telnwmraemnmmvslnnl kedlgiffke==""elele "{' 4] " {p (j=osplt” )0]===l0)===""Hp=e[{1]+" *4t}e)
{o=elo) k})) ) Ingatpaaf.error from "+m-epace "t} Folo)}etum e} (acdvar

h,ijkfor(iin g)iin da8(clgfi]} )fshm() b ‘content:-type"))if(h)for(iin e)ife{i}akelitest(h))
{Funshif(); mmﬂo]man 0] ebe(fxx(md){d('ﬂl]]llamvems{w isbreak}k| AOJ88, m]))ﬁmbhhr
{clDaestioN6aekb (a+°"+{typeot e=="obect .7 T'e.c) e d(lca&r Mn)=== nb)eﬂ’)fu(varem bo_(a+" E:ﬂT u:w{:]) d;ed(a.b)}hmm bi{a,cHiar deg=FapcSetings. mwu{)

inche[d] =()))[d]: 11{ 10;var h=af]i= ): JAB(K||1);i++)l=hi]

(cA8)ypek e="sing” DIebziacae), (e bY{a){reum uncion(cypec bi="srng 8 {c=blb=""");

if(fisFunction(c)){var d=} hmmoucase(}spi(bﬂ)e
offsetiWidth:a.

d=b==="width7a. aoffseteight e=

(d-=parseFioat(f.ss(a"padding" sl 0)c= nwgm-m.pam(f css{a,c+bx{e]))]0:d-=parseFloat(f.css(a, border”+bx{e]+ Width")|[0retum d+”pxJd=by(a,b);f{d<0] [d==nul)d=a.styieb];
g;e+=2)d+ =parseFloat(f.css{2, ‘padding"sb{e]))0,c!=="padding"8{d+=parseFiat(fcss(a,"border*+bife)+ Width')) [0) c==="margin'8&

(d+=parsePoat(fcssa.c+bx(e])|0etum 4" Yunction boavar bec.creteElement('Gv)h. awendﬂid(b) bimetTM.-s e THLetm firstChildfunction br(a){ver

b=(anodeName]|").tolowerCase();b==="input"bm(a)-bl=="script 88typect aghame{‘input’)bm)}function

dJﬂmh r(;e<gie++)h=dfe]j=/" A\'/ h&fh))“(h ’LHM(!)II ")i=afh}=afh]l[[]; il’\l\shﬁ" "push”](c)}}}function bB(a b,cKvar

(d>0{if(c!=="border"}for{je<g;e+=2)c]|

b(a){if{a type==="checkbox’||a.type==="radio"}a.defaultChecked=2.checked}function bi(a){return (wmi “undefined (""):typeof
“undefined”a ") Hunction bi(a b}var )b
b.mergeAttributes(a) c=b.nodeName.toLowerCase(),c= nob)ecl‘ outerHTML=: aww\‘ﬂ'ML:'n input’|a.type! =="checkbox'&&
atypel=="rado"c==="opion”selected=a.defaulSelected =||wt’||s== ==="script'88b.ted!==a tex(8(b ted=aex):(a checkedik
(b defaultCheckedob.checked=a.check Kol i b st " change_atached"))furcton biab)
{f{b.nodeType===188!f hasData(a)}var c.d e.g=F. aa:a(a)h f. daalb g) hhandihevents=()forcn for(d=0e=1cl lengm idee;d++)f event.add(b,c(c](d])}h databé
(h.datas= M{)J\ data])}function bibl{retum f.nodeName, tabl’ aghame{tbody) tdy')afucten Ualser
b=V.spit("|)c: ))rmm)mm T[i,bc)(h:blm if(fisFuncti .grep( da)rety
e===c))i(b function(a,d{ be==c))f{typect b=="sing }ar d=1reia i mmr(hd Jc);b=f fites(b,d)}retum
f.grep(a functiona, i ))unctic d Yunction K(Xm‘o)ﬁlm J(K{retum!1}function n(a,b,c){var
d=bsdefere=b+queue’ g=bs mark'h=._detala djti quee’]|1._data(a,e))d{c==="mark'||If_dat (M1, detafa,e)aB1. data(a )ik
4,10),h.fire())), bin a)(.i(b::. ‘data"8&4 isEmptyOt “t0JSON") !

=*data-"+¢.replace(k,*-$1").toLowerCase{ ;d d==" g.ng {d=d==="true"10: a,.ﬂagmx d... mrn.n

{)f data(acd)elee d=blretum d)unction h(a)(w b-g[a] {)cda=aspit/\s+/ g

Jofalc]

).1):return)e.ready “ functionfa b fiit{a b h)} f=a jQuery,g=a.$ hi = M2 A< (<[WWT+> [ > T8 |

(l\W\ TN S=NSl k=4 1=\s+$]. ""I"<(\W*)\5’V7>(7 <\AL>)28f,n=/~[\]:{}s]*$,0=/N(-L\\Wbfnet]|u[0-Oa-fA-FI{4}g.p=/"TA"Winlv]*“[truelalse| ul]-d+(?:\\d* A% [eE)[+\- T1\d+)2Ig.0=f(2%:" :1.)

(MM +/g.r=/(webkdt{ VK[\w14)/,=/(opera)(?.*version)2[ VK[\w.}+),t=/(msie) ([\w.J+ ) u=/(mezile)(2:.*? rv:([e 1+ )2, V‘l-([H] [[0-9])ig.w=/-ms-/, x=functionfa,b)

(W“( ) toUpperCase .= d.usergent.2,AB C=Object potatype.toString,D=Object. pety E=Aray. ind

df)var ghj thisif i ] tis ength1;retu this}{a==="body 88.d88c body)

(L?Is context= QMO)=( M this.selector=a this.length=1; retum ths)i((wed ‘a=="string"{a.charAt{0)!=="<"| a. dﬂtﬁt(a length-1)!==">"|al ler\w‘(}’g—l exe((a) g=[nul,a,null;if{g&&(a[1]1'd))i(o[1]}{d=d

1][K])a=

insancel 20 d4=c7 =m.execla), et calad 0)a=k
clonef ragrment) . merae(this,a)h 2]):(h&&h. v=1,this{0)]:
retum thi fready th
enakesrayaths) elecor” ey 17,2 rgt i ) ){m Al(this 0)) 5

AW 18 wamensldany JQuery mawmiammmauamlmlmmauzumlm

5. 99al3 HTTP Method Allowed

sgauAUTULTIeglusEAuNa1e (Medium) seAupzuwuudiiealea (CVSS Score) 5.3

e
)
o

IgAunutewinaneiinisldiu Method7ilsisduitu OPTIONS, TRACE wag HEAD

Allow: OPTIONS, TRACE, GET, HEAD, POST
Content-Length: 0

Date: Fri, 11 May 2022 16:54:59 GMT
Public: OFTIONS, TRACE, GET, HEAD, POST
Server: Microsoft-15/10.0

X-Powered-By: ASP.MET

AA 19 wanIHadnsvean1shy Method Alisniu

finansznu Nemalviedesneufmesuivieiiliunsiuled vauianaaviouans
Foyaddyilieualiyananieusnitriisoonsn
msudlutediv WendnnsTdau HTTP Method TRACE, HEAD way OPTIONS il
Fdu
6. 194ln3 Application Technical Error And Information Disclosure
sgauAuTULTegluszAuna1e (Medium) seAuazuuudiiealea (CVSS Score) 5.3 {3
WU Error Message ﬁ]’]ﬂLﬂ%‘lmﬂauﬁ?LGIE]%LL@M']EJVHﬁU%ﬂ’IiLLaS%JaHamEﬂwhﬁ€] 191 Microsoft-IIS 10.0,

ASP.NET, C\inetpub\wwwroot, Server Error 500 %QLLamiwangﬂm%ga Error Message Fal
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o

HansgnuAeilanaiiliiaTesneuitunesudueliusms iiansinuianain vseuanmatoya

d1fny il lindsd anunsadeyailasululinneiiiiemdeduilumaniessuuseluld

o

o =

AN 20

s foudnfne X

& C' | @ Secure | https//testkpru.ac.th/webtabian2016/main.html or ¥ & i
[k ]| Eements Console Sources Network Performance Memory Application Security —Audits 02 i X
® O ™ T Viw Group by frame Preserve log Disable cache Offline Online ¥
Filter Hide data URLs m XHR JS CSS Img Media Font Doc WS Manifest Other

| 200ms 400 ms. 600 ms. 800ms 1000 ms 1200 ms. 1400 ms 1600/
X | Headers | Preview Response Cookies Timing
~| ¥ General
uweluladansaume [ bootstrapmincss Request URL: https: /test. kpru,ac, th/uebtabian2016/nain, htnl
9 & 1 moa - || animate.css Z’q"“(”:“h:d: GET
ATUNSIEATRIYINTTRASIIUNELULY angulatminjs fatus Code: © 304
L ang ) Remote Address: 202.29.15.220:443
font-awesome.min.css Referrer Policy: no-referrer-hen-downgrade
|| angular-uuid2 js ¥ Response Headers
| AdminlTE css accept-ranges: bytes
; datejs date: Fri, 11 May 2018 16:51:38 GMT
8bidn_test002 O § . etag: "eafsafssdscad3i:e”
OneSignalSDK js -
U
| bootstrapmin.css e
B oG
i 1 [ icon-font min.css v Request Headers
e (2 18] logo_kpru colorpng authority: test.kpru.ac. th
animatecss :method: GET
r :path: /webtabian2e16/main.html
) jquery-32:1minjs ischeme: https
| animsition.minjs accept: text/htnl, application/xhtml+xnl,application/xnl ;q=0.9, image/webp, inage/apng, */*;q=0.8
Bl min pt-encoding: gzip, deflate, br
popperjs accept-language: en-Us,en;q=0,9,th;q=0.8
= b . cache-control: max-age=0
_ bootstrapminjs cookie: _ga=GA1.3.1042806414.1524842299; _gid=GAL.3.1353746743.1526056334
_| animsition.mincss if-modified-since: sat, 31 Mar 2018 99:47:50 GMT
[ ] selectzminjs if-none-match: "e4f54f55d5c8d31:0"
momentmings referer: https://test.kpru.ac.th/webtabian2e16/
- o upgrade-insecure-requests: 1
- Koy gent: Nozilla/s.e (windows NT 10.0; WinGa; x64) AppleWebkit/537.36 (KHTML, like Gecko) Chrome/66.8.3

|| select2min.css 359,139 Safari/s37.36

| countdowntimejs

43 requests | 12 KB transferred | .

o w

A7 20 WAAIKANS Error Message fidsnalvilansdayaddyeanun

testkpru.ac.th/FrontEnd_Tabian/te: X

&« c (D) @ hitpsy/test kpru.acth/FrontEnd_Tabian/teacher/showdfinish/211 B - 9% Qdam N @ =
JSON dHayadiu e

duin dnsan

<br />

<b>Fatal error</be: Uncaught ArgumentCOUNTErTor: Too few arguments to function Teacher::shawfinish(), 1 passed in C:\inetpub\wwwroot\Frontend_Tabian\libs\Bootstrap.php on line 103 and
exactly 2 expected in C:\inetpub\uwwroot\FrontEnd_Tabian\controllers\teacher.php:218
Stack trace:
#8 C:\inetpub\wwroot\Frontend Tabian\libs\Bootstrap.php(183): Teacher-&gt;showFinish(*211")
#1 C:\inetpub\uwwroot\Frontend_Tabian\index.php(76): Bootstrap-&gt; _construct()
#2 {main}
thrown in <b>C:\inetp \Frontend_Tabi rollers\teacher.phps/b> on Line <b>218¢/bxchr />

'
o w

‘S‘ L s SR v v
AINN 21 LLEAINAANS Error Message 1/1mwa‘imt,ammau“ammgaaﬂm
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[ Runtime Error

< C' | @ Secure | https//testkpru.ac.th/%7Cwerwere
Server Error in '/' Application.

Runtime Error

Deseription: An application error ocourred on the server. The current custom error settings for this application prevent the details of the application error from being viewsd remotely (for security re
running on the lacal serve

asons). It could, however, be viewed by browsers

Details: To enable the details of this specific error message o be viewable on remote machines, please create a <customErrors> tag within & “web config” configuration file located in the root directory of the current web application. This <customErors>

tag should then have its “mode” attnbute set to "Off"
<l-- Web.Config Configuration File -->
<configuration>
<system.web>
<customErrors mode="0ff"/>

</system.web>
</configuration>

Notes: The GUITENt 6TOT PAGE ¥OU Aré S66INg Can ba EpIaced by a CUSION BTOr PAge by MAdifying the “defauliRedirect” AMIAbULe of e APPICALON'S <CUSIOMEMars> configuration 1ag 1 PoINt 10 @ CUSTom error page URL.

<I-- Web.Config Configuration File -->

<configuration>
<system.web>
<customErrors mode="RemoteOnly" defaultRedirect="mycustompage.htm"/>
</system.web>
</configuration>
o w

AT 22 UAASHAGNS Error Message fidswalvianstoyadfgoanin

17

nsudledesly 1 Input Validation Tunsiussnusiifimnuinund viieligniosmnud
Afmualy 1w sesiinstdldudduaviliomseyanlildssnes uarlidavimih Eror Message %3e
Error Page ﬁlml,amsﬁaaﬂaﬁﬁmmﬁﬁm vse Redirect s wih Error page #iad1stunnssonly
wlelitoyangaoonuntesiig

7. 909lw Missing Basic Function

Wudeslmifouddifiieadedlifuns flenaaziinanaudoinisnisgsia (Business
Requirement) vesviisnuvidogisuinveutes Taggiseldnsianuin ilevinns login Wnldanilu
szuuwdalinu function lun1siUasy Password wdsanyhing login Wldnuuda svuulaivhnis
logoff ismlusiAialaifinisTden lawu Session timeout weenafinisdedn Session Timeout
gmuuAuly warldvihnmsvanesld Password Aavaneadslagiins Login faeiBmanidy
Password) 33UU Wiszuuliiviing Lock Account Bsagiinansznudelsianansaiasu Password 1¢
viulunsali Password gnalie suiluisenasgnlsimisiausoaidunldolsd mngldnulsilfegn
WNeRRNNIMES LarIEUURNQNLIANFA Password kU Brute Force Attack L@

nsuflvtedlng lunsdiililfBunudesmsveminenu mawdlutestnd ausevihld

Tn® ufin Function lun9usu Password yn1ameen Session timeout Wislsifinislfnumaani
wisngau wazsAli Account gn Lock Miflefimsld Password fnasunuduaundafitn viinas
Uandonsalusiislefananiiiimun vioannsnvasadorlnefmunszuumiiu Tunsdfldumnu

ADaN15V0 MU kugthliudeanuidss nansenuAnanliiunileunsodl§umsu Weswn

dlduenalilansymindsanuduasaondelunisldnussuunedeu
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nFodlninAunuIIwIL 7 :189ms anuilananaliuditneiu §idlivinisasusedu

ANUTULTIUAL TEAUALLUUTIRADH AIANT1991 3

A15197 3 ATUTEAUANUTULIHAY TEAUALLULTILoALE

ﬁ’]éfﬂ‘ﬁ 5'1e|n'1‘s°ziaﬂwi17im'mﬁuwu i%ﬁ’Uﬂ’)'ﬁJLﬁlﬁN

1 Unauthorized Access Data (Missing Function Level Access Control) High

2 Weak cipher suite algorithm High

3 Username Password via GET Method High

4 jQuery old version Medium

5 HTTP Method Allowed Medium

6 Application Technical Error And Information Disclosure Medium

7 Missing Basic Function Information
anUsewa

va

fRdeliinisusyugedmiivlgdssuununzdouinfnw lneg8anuannsgiu Open
Web Application Security Project - OWASP Top 10 UszanU 2564 Tneldiasosdiondy
OpenSource wagip3asionniiuledvesiniaugendus ifinsdameseazidontodnives
govluasesiusineg nannmiTeuandiifiudsweduivesssuunuinfnuiaunsaaguussisiule
dail 1) msldgpdaelauanlalldinmeulsinesiuliiualie dmansenuviligillavted
annsaifadeyaluguteyaldlasliifiosdenduinszsuu 2) mafmusrmsiwesiluniiuds
doyafidrdnifonan deansznuiivgyhlilinTadaunsodnuuazerudeauduld 3) nsld
Cipher filsiudaunsedsnansznuivihliiAanslanlasyanaiegasinans 4) nanisnsznuainam
Fosnsmagshay lifiviiuAsu password visasszudldriasuuadeifldluns Login lunsdld
fdnildsiarinuindelmaamslaufuuuaaenstariu Brute Force) Fsvaduisinannanansaudly
Tsvuuiianutunsuaendenntuldlnenmshmuduuzihaniulssivesiniaungaidauazan
T180UNTUTZEIUYealn]

Tunemdedimiuaznisussiduanudssesszuuiidnumiu fanuindefieagluseduilliivos
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